
 - Financial
 - Human Resources
 - Partnership/Commercial
 - Project Management
 - Regulatory/legal

 - Safety/security
 - Service Delivery/Service User 
Risk
 - Social/Political
 - Technological/Technical

Likelihood Score 1 2 3 4 5
Likelihood Descriptor Very Unlikely Unlikely Possible Likely Very Likely

Frequency
(How often might it happen)

Very unlikely to occur More likely not to occur Could occur at some point More likely to occur than not Very likely to occur

% Likelihood Less than 5% chance between 5% and 30% chance Between 30% to 60% chance Between 60% to 90% chance More than 90% chance

Impact Score 1 2 3 4 5
Impact Descriptor Insignificant Minor Moderate Serious Critical

Projects / Programmes
Little or no schedule slippage.

No threat to anticipated 
benefits & outcomes.

Minor delays but can be 
brought back on schedule 
within this project stage.
No threat to anticipated 

benefits & outcomes.

Slippage causes delay to 
delivery of key project 

milestone but no threat to 
anticipated benefits / 

outcomes.

Slippage causes significant 
delay to delivery of key project 

milestone(s).
Major threat to achievement of 

one or more benefits / 
outcomes.

Significant issues threaten entire 
project.

Could lead to project being 
cancelled or put on hold.

Financial  Impact No or minimal financial cost.
Losses / costs incurred of 1-2% 

of budget.
Losses / costs incurred of 3-5% 

of budget.
Losses / costs incurred of 6-

10% of budget.

Losses / costs incurred of more 
than 10% of budget.

Not covered by insurance.

Reputation
No adverse publicity.

Rumours.

Single adverse article in local 
media or specific professional 

journal.
WYCA / Partner one of a 

number of agencies referred 
to.

A number of adverse articles in 
regional / social media 

mentioning WYCA / Partner. 
Some recirculation via social 

media.
Single request for senior officer 
/ member to be interviewed on 

local TV or radio.
Adverse reaction by LCR 

residents in social media / 
online forums.

Short-term reduction in public 
confidence.

Series of adverse front page / 
news headlines in regional or 

national media. Wider 
recirculation via social media.
Sustained adverse reaction by 
LCR residents in social media 

etc.
Repeated requests for senior 

officer / member to be 
interviewed on local TV or 

radio.
Long-term reduction in public 

confidence.

Sustained adverse publicity in 
regional media and / or national 

media coverage.
Extensive / prolonged 

recirculation via social media 
channels.

Repeated requests for Leaders / 
Chief Execs / WYCA MD to be 
interviewed on national TV or 

radio.
Possible resignation of senior 

officers.
Total loss of public confidence.

Service Interuption 
Negligible. No impact on 

services.

Minor inconvenience for 
service users and staff. Services 

quickly restored.

Some client dissatisfaction but 
services restored before any 

major impacts.

Major disruption to service 
delivery. This could be through 

a single event or a series of 
outages.

Massive disruption to services. 
Recovery difficult or even 

impossible.

Staff
No impact on staff or service 

delivery.

Short-term low staffing level 
that temporarily reduces 

service quality.
No impact on staff morale.

Medium-term low staffing level 
/ insufficient experienced staff 

to deliver quality service.
Some minor staff 

dissatisfaction.

Late delivery of key objective / 
service due to lack of 

experienced staff.
Low staff morale.

Non-delivery of key objective / 
service due to lack of 

experienced staff.
Very low staff morale.

Statutory Duties
No or minimal impact or 

breach of guidance / statutory 
duty.

Minor breach of statutory 
legislation / regulation.

Reduced performance rating if 
unresolved.

Single breach in statutory duty.
Challenging external 
recommendations / 

improvement notice.

Several breaches in statutory 
duty.

Enforcement action and 
improvement notices.

Critical report.
Low performance rating.

Multiple breaches in statutory 
duty.

Prosecution.
Complete systems / service 

change required.
Severely critical report.

Zero performance rating.

Health & Safety No ill effects

Short-lived / minor injury or 
illness that may require First 

Aid or medication. Small 
number of work days lost.

Moderate injury / ill-effects 
requiring hospitalisation. Risk 

of prosecution from 
enforcement agencies.

Single fatality and / or long-
term illness or multiple serious 

injuries.

Multiple fatalities and / or 
multiple incidences of permanent 

disability or ill-health.

Digital Security
No digital breach of systems or 

data.

Single breach of non-sensitive, 
non-business critical systems or 

data. Any loss quickly 
recovered and contained.

Single breach of data or 
systems which are operational 

or public-facing. Data 
recovered and contained.

Multiple breaches of data or 
system with limited ability to 
recover or contain the loss, or 
single breach of sensitive data 

or business-critical system.

Multiple breaches of one of more 
datasets including sensitive 
personal data, or sustained 

breach of business-critical or 
public facing systems, with 
limited means of recovery

Environmental

Carbon neutral or negative 
output in comparison to 

alternatives. No adverse effects 
on air, land or water quality.

Low levels of carbon output in 
comparison to alternatives. 

Minimal adverse effects on air 
or water quality to controlled 

geographic area.

Moderate levels of carbon 
ouput in comparison to 

alternatives. Some adverse 
effects on air or water quality 
to compact geographic area.

Noticeably higher levels of 
carbon ouput in comparison to 

alternatives. Noticeable 
adverse impact on air or water 
quality in multiple geographic 

area/s.

Significantly higher carbon output 
in comparison to alternatives. 

Significant harmful effect on air 
or water quality to large 

geographic area/s.

Environment
No effect on local 

infrastructure, communities or 
the environment.

Superficial damage to local 
infrastructure (e.g. minor road) 

but little disruption caused.

Medium damage to local 
infrastructure (e.g. minor road) 

causing some disruption.

Key elements of local 
infrastructure (e.g. school, 

major road) damaged causing 
major disruption.

Extensive damage to critical 
elements of local infrastructure 

(e.g. school, hospital, trunk road) 
causing prolonged disruption.

Risk Promt List
When identifying risks it is useful to work form a list of prompts. These are categories of risk which, when considered, help to encourage conversation and thought around typical areas of risk. One established 
approach is to use a PESTLE analysis (Political, Economic, Social, Technological, Legal and Environmental). The CA has determined an expanded list below which can be used when identifying areas of risk:

 - Change Management
 - Communication/Stakeholder Management
 - Competitive
 - Economic
 - Environmental

Impact
Many risks could have a range of consequences: for example, a Health & Safety breach could affect an individual as well as lead to reputational and financial damage for an organisation. It’s 
therefore possible that you assess the risk as having an impact of ‘3’ using the Health & Safety impact, ‘2’ for Finance and ‘4’ for reputation.

Although you could break the risk down into several different risks covering all these areas and then score each of them to address the varying impact scores, often this can crowd a risk register and 
take the focus away from the actual risk ‘event’: i.e. the Health & Safety incident. Where possible, it’s better to focus on the key risk risk and use your best judgement to give an overall single impact 
assessment score. 

Assessment of Risks

Likelihood
If you’re not sure about the percentage chance of a risk happening over a given timescale and you don’t have the data to assess its frequency, use the likelihood descriptors (i.e. ‘Very low’, ‘High’ 
etc.) to determine the most suitable score.

The risk timescale – i.e. the period of time during which the risk could materialise - will vary according to the type of risk it is. For example:
• For a budget risk, it might be expected to materialise over this financial year or over the period of the Medium Term Financial Plan.
• For a project risk, it could be either over the whole of the project lifecycle or for a particular phase within the project.
• For a number of the more cross-cutting strategic risks such as those on the corporate risk register, it is likely that the risk could materialise at any time. When considering a Directorate or 
Corporate risk, this should be considered against existing and future business plans and any timescales indicated in these.


